Spotting Online Risks



The internet can be a fun place to learn, play
and connect with others.

Some online situations, however, call for extra

care. Through these comics, discover how to

recognise common risks and safe ways to

respond when you encounter situations that do o
not seem right.
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Inside this booklet:

e Keeping your online profile safe

e Spotting suspicious links and attachments

e Staying safe with people you meet online

e Knowing when to seek help from a trusted
adult

Use See-Think-Wonder to encourage
your child to think about these situations
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Who really sent you that friend request?

Wow, look, Flip! So
many people added

Oooohl! me as a friend!
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That's not me! I would
never use my real name in
my online usernamel! [

Smart! But... who's
this Flip then?




T think I'll stop accepting
friend requests for now.

Sometimes, people use fake names
and photos to pretend to be
someone else online.

Ignore friend requests from

strangers, and inform a trusted
adult if you receive friend
requests or messages from
someone you don't know.




Don’t open that file!

What's
going on?

What were

My laptop’'s hanging!

T don't know what's you d°in9_
. | before this
going on!
happened?

I received an email
with a cute cat video
attachment.

And you
clicked on

Of coursel T
love cat videos!




Cybercriminals often send emails with
appealing videos or tempting offers.
The links or attachments in these

emails usually contain viruses or
malware which can infect your device
— if you click on them.

([ The next time you ) Guess we Hey guys,
receive an email with learnt a want to see a
suspicious links or lesson there. cute cat
attachments, close video?
the message and
delete it immediately.
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I just got this
email...




Stranger danger - online edition

I love this
online game!

We should totally
meet him!

Yeah, he's so fun to play O
with online, I bet he's

even more fun in person! But we know nothing about

v him. In fact, how do we even
know PlayerXYZ is a him?
This player is a stranger to
us, and he might be using a
fake profile.
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To be safe, we People you meet online may be
should also tell our using a fake profile. You should
parents about this not chat with them or meet up

Good point. I'm incident. with them if you do not know
them in real life.
"Block" them if th

oc em if they ~ ‘

going to block
PlayerXYZ!

ask you to meet up
with them and
inform a trusted
adult about it.
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This game is
so fun!

< NiceGuy> Hi there!
< NiceGuy> Do you want a free gift card?

< NiceGuy> Go to YummyBuddiesFreeGift79.com




I've never seen that
website before...

[ a free gift card?

Wow, how do I gef]

W I think you should
- - N ask your parents
before sharing your
®0® <> El Ahttpr/yummybuddiesfreegift7g.com/ 11y 5 .
personal data online.

+
Yummy Buddies Game FREE 6ift Card

Enter your details

Ful Name: l}

Phone Number:
E-mail:

Home Address:

Avoid clicking on links to

websites you do not recognise.
Seek your parents’ or
guardian's permission before /
sharing personal
information online!



Too good to be true?

A few minutes later... )

Pok Pok's
birthday's coming. What's this? Should
Want to design an we click on it?
e-card for her? .

Great ideal

CONGRATULATIONS!

You've won a prize!

| Click (ere) to receive it.

Hey! Is that a
fishball joke?

This smells
fishy...
o
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No, I mean it seems
suspicious. Pop-up messages
like this, when clicked, could

lead you to inappropriate
websites, or install malware
or send a virus to infect
your device.
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Okay, T'll just
close it then.

What are you
guys doing?

Argh,
quick! Hide
everything!

Uh, hi Pok Pok! Hey!
We're, uh, not doing Is that another
anything! Nothing at fishball joke?
alll

Ignore or close suspicious
pop-up messages,
especially those that offer

prizes or ask for your /

personal information. OYYC
\ /.
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After reading the comics, ask your child:

How can you tell whether someone online is
really who they say they are?

what are some signs that a message, link or
offer may be suspicious?

What should you do if someone you do not
know wants to be your online friend?

who can you talk to if something online makes
you feel worried, confused or uncomfortable?
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